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CONFRONTS AND ISSUES IN M-COMMERCE
[A BUSINESS ON MOBILE AND NET APPROACH]

Rajeev Kr.Sharma1, Rupak Sharma2 & Shailendra Raj3

There has been a tremendous growth in wireless technology in the last decade.This advancement has changed how people
do business in Mobile Commerce (M-Commerce) environment. For creating a more secure and exible m-commerce
infrastructure so as to meet the new demands, we need to leverage new technologies like 3G/UMTS, Bluetooth, EDGE and
at the same time utilize the older ones like WAP, GSM, HSCSD, and GPRS.
M-Commerce offers the possibility of an entire new level of financial flexibility, taking advantage of both social and
technological developments. Several M-Commerce issues relating security, bandwidth, and business are discussed in this
paper to meet the challenges of future commerce using mobile wireless technology.

1. INTRODUCTION

While electronic commerce (e-commerce) continues to
impact the global business environment profoundly,
technologies and applications are beginning to focus more
on mobile computing and the wirelessWeb. With this trend
comes a new set of issues specically related to mobile e-
commerce. The purpose of this paper is to examine some of
these issues so that researchers, developers,and managers
have a starting point for focusing their efforts in this new
domain.In very simple terms, one can say:

M-commerce = E-commerce + Wireless Web.The days
of initial euphoria over the possibilities of mobile technology
have transitioned into a time of more cautious enthusiasm.
Instead of simply wanting to go mobile, companies are
asking for proof that the introduction of mobile services
will add value to their businesses. The most important fact
is that now mobile touches many areas other than just simply
targeting customers. Furthermore, companies initially
focused  on B2C (business-to-consumer) mobile solutions,
are now finding that B2E (Business to Employee)
applications to be more strategic. B2E is Business-to-
Employee, an approach in which the focus of business is
the employee, rather than the consumer (as it is in business-
to-consumer, or B2C) or other businesses (as it is in business-
to-business, or B2B). [5] The B2E Solution Set enables
global enterprises to fully unlock the potential of their
businesses, and optimize their existing assets, through the
use of Web-based Portal technologies.

A. Definition of Mobile-Business (M-Business)

M-Business is defined as the exchange of goods, services,
information and knowledge with the aid of mobile
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technology. It encompasses a range of mobile activities, from
communicating with colleagues using email, to receiving
product information via SMS alerts, to transmitting customer
orders with a wireless PDA. M-business includes not only
consumer-facing applications but also enterprise solutions
that enable companies to operate more efficiently, better
serve customers, and generate additional revenue. It can
affect the way that companies maintain their operations,
organize employees, and keep track of inventory. Mobile
Commerce (M-Commerce), on the other hand, is simply
defined as the mobile execution of transactions.Buying a
movie ticket on a WAP phone is an example of M-
Commerce, while retrieving information about that film
from a voice portal is not. Simply put, M-Commerce is a
subset of m-business.

B. Goal of the Paper

The goal of this paper is to explore and present the number
of possible issues in mobile e-commerce on which others
can speculate. M-commerce (mobile commerce) is the latest
high-tech buzzword that turns advanced mobile phones and
PDAs (Personal Digital Assistants) into devices, which allow
direct access to information while on the move. As a result,
new opportunities for businesses are arising. We are trying
to bring out potential benefits and challenges associated with
this new technology. It is very essential in todays competitive
business world to know the technology completely before
adopting it as a critical tool for doing business. Our paper
will help in understanding the current state of this ubiquitous
computing technology.

2. ACHIEVEMENTS SO FAR

Wireless media has gone under a rapid innovation process
in search for a reliable, simple and business-viable solution
to consumer demands for fast, easy, and inexpensive
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information access. Over the last few years, a number of
wireless protocols have been developed and a variety of
application vendors have begun to ship wireless products
to the market. In fact, the word “wireless” has become a
staple buzzword synonymous to “cutting edge” in the
software and content sales vocabulary. The protocol
specifications contain the clear description of today’s
wireless media capabilities. This section describes and
compares (in both technical and commercial spheres) the
specifications of the developed Network Technologies and
Service Applications.

The analysis of wireless protocols and their interaction
with existing Internet infrastructures are based on two
specific areas: protocol efficiency and Internet-wireless
communication security (including authentication, access
control and authorization functions). These two disciplines
often play important role in protocol viability. The analysis
focuses on the Network Technologies like GSM, HSCSD,
GPRS, EDGE and UMTS/3G and with the Service
Applications likeWAP, iMode, and LEAP specifications.
J2ME, EZWeb, and J-SkyWeb documen-tations have a
limited use.

A. Network Technologies

In general all the mobile protocols are very similar to each
other, being client-server based, enabling a continuously
increasing amount of services to be provided to the users.
Although the protocols are very similar to each other but
still the variety of protocols is introducing some challenges
to the adoption of wide spread M-Commerce. This is
because it is more difficult to get a certain critical mass of
subscribers to use a universal technology to enable
frictionless service providing. The future will show which
of the following protocols is going to deliver the strongest
commercial value at any point in time and will be supported
by the largest number of attractive applications.

A.1. GSM

GSM (Global System for Mobile Communication)
[5]operates in the 900 MHz and the 1800 MHz (1900 MHz
in the US) frequency band and is the prevailing mobile
standard in Europe and most of the Asia-Pacific region. GSM
is being used by more than 864 million people (end May
2003). Now GSM accounts for approximately 72 percent
of the total digital wireless market today. Today’s GSM
platform is a hugely successful wireless technology and an
Unprecedented story of global achievement.

A.2. HSCSD

HSCSD (High Speed Circuit Switched Data) is a circuit
switched protocol based on GSM. It is able to transmit data
up to 4 times the speed of the typical theoretical wireless

transmission rate of 14.4 kbps (kilo bytes per second),i.e.
57.6 kbps, simply by using 4 radio channels simultaneously.
The key problem in the emergence of this market is that
there is currently only few manufacturers who can provide
PCMCIA modem cards for HSCSD clients, which offers a
transmission speed of 42.3 kbps downstream and 28.8 kbps
upstream. It is therefore likely that HSCSD is never going
to reach widespread popularity except in some regions as
means to connect laptops to the Internet. The situation that
the system is facing is typical to all the wireless network
options as the technologies develop at such a great speed
that few operators wish to invest into a system, which is
going to be outperformed by others in a very short period
of time.

A.3 GPRS

GPRS (General Packet Radio Service) is a packet switched
wireless protocol that offers instant access to data networks.
[5] It will permit burst transmission speeds of up to 115
kbps (or theoretically even 171 kbps) when it is completely
rolled out. The real advantage of GPRS is that it provides a
connection (i.e. instant IP connectivity) between the mobile
terminal and the network but the actual capacity would be
consumed only when data is actually transmitted. Pilot
GPRS networks are already in place today in many European
markets. However, GPRS will require new terminals that
support the higher data rates, and these seem to be the
bottleneck to the early adaptation of the technology.

A.4 EDGE

Enhanced Data Rates for Global Evolution (EDGE) is a
higher bandwidth version of GPRS permitting transmission
speeds of up to 384 kbps. The number of EDGE users
worldwide is set to reach 331.4 million by the year 2007,
according to predictions by the experts. This will achieve
the delivery of advanced mobile services such as the
downloading of video and music clips, full multimedia
messaging, high-speed color Internet access and e-mailon
the move. It will bring about the modulation changes that
will be necessary for UMTS at a later stage.

A.5 3G/UMTS

Standing for “Universal Mobile Telecommunications
System”, UMTS represents an evolution in terms of services
and data speeds from today’s “second generation” mobile
networks [6]. As a key member of the “global family” of
third generation (3G) mobile technologies identified by the
ITU, UMTS is the natural evolutionary choice for operators
of GSM networks, currently representing a customer base
of more than 850 million end users in 195countries and
representing over 70% of today’s digital wire-less market
[source: GSM Association].
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B. Service Technologies

B.1 WAP
WAP is a patented protocol widely marketed in the US and
an “official” wireless standard in the European Union.WAP
was first published in April of 1998 by WAP Forum - an
industry association of wireless device manufacturers,
service providers, and software companies, founded in July
of 1997 by the leading industry houses. WAP’s design
accommodates all the following wireless networks :CDPD,
CDMA, GSM, PDC, PHS, TDMA, FLEX, Re-FLEX, iDEN,
TETRA, DECT, DataTAC, Mobitex, SMS,USSD, CSD, and
IS-136. WAP utilizes a set of WAP-developed transmission
protocols to transfer content from  Internet to users’ devices.
These underlying protocols include WCMP, WDP, WTLS,
WTP, and WML. The current

WAP-based services charge users by the time duration
of their data transfer, the prices being closely correlated with
the phone-service charges on their devices. All web-content
accessible through the web is developed in a standard
HTML. When a user makes an access request to a Web site
through a WAP-enabled wireless device, the Web site content
is translated by the user’s wireless service provider (WSP)
from HTML to WML, and then sent to the user. The
connection from WSP to a content provider (Origin Server)
is an Internet link with SSL encryption enabled as required.
The wireless transmission of content radio packets is
encrypted using Wireless Transport Layer Security protocol
(WTLS), which is discussed in detail in Security section of
this document.

B.2 J2ME
J2ME technology is developed using JAVA in the wireless
communication held. Java’s security model is matured and
provides sound and secure Java-based wireless
communication. On the other hand, Java’s performance
ratings have not been all satisfactory, especially on low-
powered machines with limited processing capacities, such
as the current generation of wireless devices. Speculations
are circling in technical community of the feasibility of Java-
based wireless devices given the Java performance metrics
and hardware requirements for e_cient Java processing and
low cost preference of customers of wireless devices.

B.3 I Mode
I-mode gained a wide acceptance in Japan and is now
expanding to Europe despite WAP adoption as a European
wireless communication standard. I-mode uses compact
HTML for delivery of content and packet switching to
sustain continuous connection at a data transfer speed of
9.6 kbps. By far the cheapest wireless access service in the
world, I-mode costs US$3 in monthly subscription fees and
additional US$0.003 for each 128-bit data package received

or transmitted, including content (news, music, etc.)
provided by 30,000 DHTML sites. Content charges are
billed by content providers extra to the subscription fees,
and average US15 per month per subscriber. I-mode content
is developed and distributed in compact HTML format,
which is a reduced version of HTML. The format supports
a number of HTML tags and several binary formats, such
as GIFs. I-mode terminals do not support JavaScript.

B.4 SMS

Since 1992 Short Message Service (SMS) has provided the
ability to send and receive text messages to and from mobile
phones. Each message can contain up to 160 (even more)
alphanumeric characters [5]. After historically finding it
tough going in the GSM markets, during the year 1998 SMS
started suddenly to explode. In October 1999, there were
about 2 billion SMS messages sent per month within the
GSM world, doubling the number six months earlier. About
90are voice mail notifications or simple person-to-person
messaging. The rest is mobile information services, such as
news, stock prices, sport, weather, horoscope, jokes etc.
Additionally, SMS e-mail notification, SMS chat and
downloading of ringing tones has been offered recently in
some markets. Although SMS is the backbone of current
Mobile Commerce it has certain limitations. In a way using
SMS is like conducting E-commerce by typing in HTML
code each time a purchase is made.

B.5. Light Efficient Access Protocol (LEAP)

LEAP is a wireless access protocol developed by
FreeProtocols.org as an open-source response to WAP.
LEAP utilizes Efficient Short Remote Operations (ESRO)
as the foundation transport layer for its messaging. In LEAP
creation, LEAP developers attempted to minimize number
of packets required for message delivery and the number of
bytes per each packet. The rational behind this effort is the
fewer packets are transmitted, the longer is the wireless
device battery life, the more is the network capacity, the
cheaper the network usage, and less latency is experienced
by users of the wireless devices.

3. ISSUES IN MOBILE COMMERCE

A. Input and Output

Handheld and phone devices differ from desktop and laptop
computers in several ways. They generally have smaller
screen sizes and limited input capabilities. Many handheld
devices display only a few lines of text and do not have
traditional keyboards. Larger screens and the use of color
can enhance usability but at the expense of battery life
(although there is continuing research into new battery
types).
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B. Bandwidth

As bandwidth demand increases for new and existing
network applications, very soon service provider may face
the scarcity of bandwidth. This problem may be partially
tackled by reuse of frequencies. Different standards, such
as Bluetooth, IEEE 802.11, and others may recommend to
use the same frequency range and that may cause
interference. One type of interference occurs when a channel
employing frequency hopping (for security) interrupts
another channel when it briefly steps on the latter channels
frequency. Whether such interference becomes problem
remains to be seen.

C. Security

Currently, few wireless communication protocols offer
encryption of the transmission. In security models of
protocols that do have security encryption (such as WAP),
there have been identified transmission security weaknesses
in current protocols. Following section describes security
issues in wireless transmission.

C.1 WAP

WAP offers WTLS-based security. The Wireless Transport
Layer Security protocol (WTLS) has been developed with
similarities to existing SSL and TLS protocols.WTLS has
been patented by WAP Form and subsequently analyzed by
various organizations. WAP Forum’s changes to TLS
protocol in creation of WTLS resulted in security problems.
Among these problems are vulnerability to datagram
truncation attack, message forgery attack, and a key-search
shortcut for some exportable keys

C.2 I-mode

Digital radio packets sent between handsets and radio towers
are encoded via a proprietary DoCoMo scheme. No
information on the scheme has been made publicly available.
Further more, no encryption exists on the I-mode wireless
transmission, leaving the wireless transport untrusted. But,
the new I-mode java-enabled 503-generation microbrewer’s
chips specification is sufficient for 128 encryption of
wireless stream calculations.

C.3 LEAP

LEAP does not provide a security mechanism in its current
specifications. Whether there exists a poor security system
or no security system at all in a wireless protocol
implementation, it is quite evident that today’s wireless
transmission security is not adequate for serious wireless
applications.

D. Business

The business press touts wireless access to information, or
the “wireless Internet,” as a fast-approaching new world that
every business will be forced to compete in tomorrow. But
as usual, the enthusiasm for whats possible overshadows
the many complex issues that will determine how soon
business will adopt the new tool.The uncertainties revolve
around the following questions:

• Will consumers adopt the mobile technology?

• And if they do, how will they behave on it?

• Can companies create or capture value by adopting
this new channel and if so, how?

• Is it possible to develop broad-based applications
at all, given the bewildering array of browsers,
access speeds, standards, and emerging
functionality such as streaming video?

• Can established companies be m-computing
followers, rather than leaders?

• What capabilities are required to make an M-
computing in business viable?

• What is the m-computing operating model?

4. CHALLENGES IN M-COMMERCE

A. Security

Security is a key enabling factor in M-commerce. GSM
provides a relatively secure connection through the PIN
(Personal Identication Number) when turning on the
handset. An authentication protocol between handset and
the network through SSL encryption of voice and data is
also there in GSM. But it is not enough to convince people.
In order to get the confidence of critical mass of consumers,
more is expected in the field of security. It looks that the
smart cards will be the preferred way of gaining access to a
secure system. The smart card can be in the form of accredit
card or in the form of a SIM like miniature card [1].It is
possible to run a variety of application on a single small
SIM card. Encryption is being used to ensure confidentiality
through a secret key in association with the algorithm. This
produces a scrambled version of the original message that
the recipient can decrypt using the original key to retrieve
the content. The key must be kept secret between the two
parties. There are two basic methods, which can be used to
encrypt a document: symmetric and asymmetric. With the
symmetric method the same key is used for encryption and
decryption. The problem is that the key has to be transmitted
to the recipient of the message, and a third party could gain
access to the key during this transmission. Within symmetric
encryption both parties have typically a key of 1024 2048
bits. Using asymmetric algorithm, also known as public key
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methods, a set of two keys is used a private and a public
key. Information encrypted using the public key can only
be retrieved using the complementary private key.

B. Business

A key challenge that companies will face as they build
businesses for the wireless and wired age is that they will
need to integrate capabilities and disciplines that are quite
separate in most organizations today. These include creative
thinking, seasoned business skills, a deep understanding of
technology and technical issues in both telecommunications
and information systems, an understanding of how all this
will evolve, and well-honed skills in design and branding.
Executives will need to begin to think now about how to
assemble these skills and how to create processes for
effectively coordinating them. As they build these new
digital businesses, executives should not underestimate what
they already know. The lessons learned from the many
business successes and failures we have seen during the last
five years on the wired Web apply to mobile businesses as
well, and to the integrated wired and wireless, on-line and
on_-line businesses of the future. Absence of proper
management can have negative effect in the performance
of business and lead to failure of mobile computing as such.

5. CONCLUSION

The mobile Internet channel has opened up possibilities that
business once dreamed of. There is a big gap between what
the technology can do today and what the consumer has
been led to expect. The good news is that the sources of
consumer frustration like slow transmission speeds, difficult
user interfaces and high costs - are being addressed by
operators and equipment manufacturers. M-commerce
players will need to move fast to improve the user interface
and offer innovative pricing structures. Despite the initial
frustrations of the early users, consumers envision that once
many of the glitches are worked out, mobile applications
will become an integral part of their daily lives. Eighty-two
percent of current and potential users think that the mobile
device will become their personal travel assistant within the
next three years. Eighty-one percent also foresee using these
devices as part of their daily routine - for sending emails,
getting news and information, and shopping. More than half

(61 percent) expect these devices to become universal
payment tools. Given this high level of consumer
acceptance, the report predicts that by 2003, m-commerce
will be where the Internet was in 1998 in terms of transaction
value. In the B2C, total revenues generated by m-commerce
will reach approximately $100 billion, half of which will
come from data transmission charges, e-mail subscription
fees, and advertising; the other half will come from the value
of transactions and related activities via mobile devices.

6. FUTURE WORK

E-commerce was the business buzz of the late nineties; but
for 2000 and beyond, it’s all about “m-commerce,”
e-commerce transacted via mobile (cellular) phones or other
hand-held devices like personal digital assistants. In the near
future, m-commerce sales from phones and Palm Pilots
could become major sources of company revenue. The
increased use of Personal Digital Assistants like PalmPilots
provides users with the capability of carrying out electronic
transactions from a mobile platform. This has coined in a
new term “Mobile Commerce”. Electronic Commerce can
be defined in general as an aggregation of all transactions
on the Internet. When these types of applications and
transaction processing facilities need to be accessed from a
wireless device, a new domain of research area and
challenging problems come into the picture. As is
immediately evident, Mobile Commerce has to deal with
the new problem of finding location dependent data.
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